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INDIVIDUAL PRIVACY MUST UNDERPIN DATA
SECURITY

Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

A big heist has refocused attention on data protection, but our proposed law would empower the
state more than citizens. Legal ownership of one’s data should be our guiding principle

The rate at which we have been uploading the internet with our data has gone exponential so
painlessly that it takes the shock of a massive online leak for us to sit up and wonder if we have
exposed ourselves as sitting ducks for hackers. Last August, news broke of a data heist when
Bengaluru-based Juspay, which processes digital payments for the likes of Amazon, Swiggy and
MakeMyTrip, admitted a major database breach. This year, the efforts of online sleuths have
revealed the extent of it. Credit and debit card transaction details of about 100 million Indians
were found being hawked on the dark web, a stealthy part of the internet designed to stay off
search-engine radars, and the details on sale suggest Juspay’s hacked servers as their source.
Confidential card details of at least 20 million cardholders are reportedly up for grabs, putting
them at risk of not just swipe fraud, but other financial swindles as well. As online payments rise,
the dark web expands and hackers upgrade their skills, this menace is likely to multiply. Our
data urgently needs protection by way of legislation as much as advanced security software
systems.

It is no exaggeration that the success of India’s digital economy depends on popular perceptions
of online data security. If people’s confidence in the ecosystem of e-transactions begins to fall, it
would be a setback in a sphere that has won the country global admiration. There are other big
threats that lurk online, too. Cyber terrorists, for example, could wreak havoc by breaking into
computer systems that control weaponizable objects. While these worries are valid, we must
resist the urge to rush a data-protection law through Parliament without wide and deep
deliberations on what is the best way to fortify India online. Since data misuse is a global
problem, and it is not only about egregious forms of theft, the steps taken by private companies
and regulatory regimes elsewhere should be instructive. Apple Inc, for example, has sought to
safeguard the privacy of its iPhone users from apps that track them online by putting explicit
prior-consent protocols in place for data usage. Too many apps, after all, get us to casually sign
our data rights away through the simple device of an ‘agree’ button. The EU, meanwhile, has
formulated rules that aim to grant people legal control of their own data.

What approach should we take? Legislation on data was virtually ordained by a worthy 2017
Supreme Court ruling that held privacy to be a fundamental right. India’s Personal Data
Protection Bill, introduced in the Lok Sabha in late 2019 and referred to a joint parliamentary
panel, slots data into categories defined by sensitivity and proposes penalties for company
executives found guilty of failing to secure sensitive data. This would push data handlers to
double down on safety. While this focus on hackers and extreme events is welcome, the Bill in
its current form lacks the underpinning of a clear principle. In proposing a central authority with
excessive sway over entities that deal with data, it empowers the state over the individual.
Unless judicial warrants are made mandatory for all data demands, organs of the state could
use it for invasive ends. Instead of state pre-eminence, what should underpin our data law is the
principle of personal data ownership. We should have the legal right to our own data. To use it,
others must ask. If law enforcers want it, they should establish why.

Click here to read the Mint ePaperMint is now on Telegram. Join Mint channel in your Telegram
and stay updated with the latest business news.
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HOW RIVALS STACK UP ON PRIVACY
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Droves of disgruntled users scoured for alternatives after WhatsApp decided to force users to
share their personal data with parent company Facebook Inc.

Telegram and Signal, which privacy advocates claim are more secure and mindful of user
privacy, have seen a surge in downloads with users planning to switch to rival apps.

The older version of WhatsApp’s privacy policy emphasized privacy. “Respect for your privacy is
coded into our DNA," it said, but that line is missing in the new policy that takes effect on 8
February.

In contrast, Signal clearly states that it doesn’t sell, rent or monetize users’ personal data or
content. Telegram has also assured that it doesn’t use user data to show advertisements and
that data collected by it only includes the phone number, contacts and email for two-factor
authentication.

WhatsApp, on the other hand, gathers a lot of metadata, including information on user activity,
device-specific information such as phone number, OS, IP address and phone model.

According to WhatsApp’s privacy page on Apple App Store, the app also seeks purchase
history, location, product interaction and advertising data. In comparison, Signal doesn’t collect
any data linked to users, and Telegram doesn’t collect anything beyond what it states above.

Signal and Telegram also have additional privacy features that WhatsApp lacks.

For instance, WhatsApp doesn’t store any user data after they are delivered and relies on third-
party cloud platforms for backups of messages, photos and videos, which are not encrypted in
the same way messages on WhatsApp are. If someone hacks the iCloud or Google Drive
account in which WhatsApp messages are backed up, they can access the data.

Telegram, on the other hand, uses its own servers that are encrypted, so the messages remain
secure even after they are backed up.

WhatsApp has also been flagged for not being able to fully secure its users.

In the past couple of years, security experts have spotted several vulnerabilities in WhatsApp.

One such vulnerability was exploited by unknown parties to spy on social activists, journalists,
lawyers and political leaders in 2019 by using Pegasus spyware.

Click here to read the Mint ePaperMint is now on Telegram. Join Mint channel in your Telegram
and stay updated with the latest business news.

Log in to our website to save your bookmarks. It'll just take a moment.
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GOVT SIGNALS SOCIAL MEDIA FOR WAGE
COMMUNICATION AMID PRIVACY ROW

Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Experts fear the move increases risk of data theft and breaches employee-employer
confidentiality pact

The Union labour ministry seems keen to institutionalize social media and proposes to use
“WhatsApp and other social media" platforms for salary communication when the new labour
codes are implemented in a couple of months.

The move comes amid growing concerns over data privacy and raises the fear that it may
facilitate access to financial and social security details of workers by social media platforms,
labour economists and cyber security experts said.

It heightens concerns over data theft and financial profiling and increases the risk of violation of
the employee-employer payment confidentiality system and financial fraud even at the lower
rung of the working class, cyber security experts said.

Also Read | The curious case of the glowing beaches

“All payment, including wages, to the workers shall be made by crediting in the bank account of
the worker on electronic mode or digital form. Intimation to the payment made to a worker shall
be sent to him through short messaging service (SMS) or e-mail or social media communication
such as WhatsApp or by issuing a slip," the Union labour ministry has proposed in its draft
standing orders for the service sector, manufacturing sector, and mining sector.

The draft orders have been put in the public domain for comments and will be finalized and
made part of the Industrial Relation (IR) Code Act after a month.

The draft standing orders have not been well thought through and there are contradictions in
different clauses and it seems an attempt at institutionalization of social media in salary
communication, said K.R. Shyam Sundar, a labour economist and professor at XLRI,
Jamshedpur.

“What the draft standing orders convey is that under law, salary information and salary
statements can be communicated through WhatsApp and social media platforms. What the draft
fails to convey is how this will provide financial privacy to employees and employers. This will
lead to a clear breach of confidentiality agreement in employee and employer relations. This is
almost rewriting of confidentiality requirements," he added.

“Social media by its function and definition is largely informal. How can that be made part of
salary communication, which is a formal, professional, and commercial requirement in an
employee-employers relationship? It will have a multiple and cascading impact and should be
scrapped immediately," he argued.

Cyber security expert Ritesh Bhatia concurred. “It will lead to financial profiling and financial
surveillance," Bhatia said. “Someone may argue that with Aadhhar in place, privacy is already
compromised but remember that the Unique Identification Authority of India and Aadhaar
numbers are a government of India organization and product. That’s a big solace. You can

https://www.livemint.com/news/india/national-employment-policy-roadmap-likely-by-december-labour-ministry-11610257119497.html
https://www.livemint.com/companies/news/whatsapp-says-latest-update-does-not-change-data-sharing-practices-with-facebook-11610194605143.html
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access some information at least via right to information provisions and take a wrongdoer to
court. However, social media platforms are private entities and are not governed by local or
domestic laws," Bhatia explained.

Salary communication can be anything like a message on salary credit, corpus in salary account
or a salary slip, he said.

An employee-employer relationship is a commercial relationship and any move to shift that to
social media platforms partially or fully, will have negative personal, professional, and financial
consequences, Bhatia said.

“Take the example of new WhatsApp rules. These say commercial information can be shared
with Facebook, its sister organization. The last thing I would like to see is my salary slip or wage
information on Facebook or other social media platforms," he said.

Click here to read the Mint ePaperMint is now on Telegram. Join Mint channel in your Telegram
and stay updated with the latest business news.

Log in to our website to save your bookmarks. It'll just take a moment.

Oops! Looks like you have exceeded the limit to bookmark the image. Remove some to
bookmark this image.
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EXPERTS CALL FOR STRONGER DATA PROTECTION
BILL

Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Privacy advocates have said that India’s personal data protection (PDP) bill must include
provisions to shield citizens from arbitrary modification of terms of service by intermediaries,
following the controversy over WhatsApp’s latest privacy policy update

Privacy advocates have said that India’s personal data protection (PDP) bill must include
provisions to shield citizens from arbitrary modification of terms of service by intermediaries,
following the controversy over WhatsApp’s latest privacy policy update.

The joint parliamentary committee (JPC) studying the PDP bill may expand its ambit to include
sensitive non-personal data as well, a recent Mint report said.

“WhatsApp’s privacy policy issue has come at a very opportune time for the JPC to take into
account these kind of risks and to ensure that users are protected against arbitrary actions by
platforms," said N.S. Nappinai, a Supreme Court advocate and founder of Cyber Saathi, a cyber
research institute.

WhatsApp has been sharing user data with Facebook since 2016, but with the option to opt out
of some of them. The policy update, which takes effect on 8 February, takes away that option to
opt out. Now users have no choice but to allow WhatsApp to share the information with
Facebook or they won’t be able to use the platform.

The final PDP bill should ensure protection against modification of terms in a detrimental fashion
from the time when users have signed up, Nappinai said. “It takes one provision to be added to
say that terms of contract cannot be modified thereafter," she said.

“The proposed PDP bill, which codifies the data protection principles of purpose and storage
limitation, and proposes a relationship of trust between persons and entities collecting or
transferring their data, may restrict sharing or transfer of data for reasons which do not directly
relate to why it was collected," said Arun Prabhu, partner at Cyril Amarchand Mangaldas, a law
firm.

One of the provisions of PDP bill 2019 states that provision of any goods or services or the
quality thereof, or the performance of any contract, or the enjoyment of any legal right or claim,
shall not be made conditional on the consent to the processing of any personal data not
necessary for that purpose. Privacy advocates point out that existing laws are not entirely
toothless.

“Right now, we cannot afford to wait for PDP. By the time it reaches the government, and they
make changes and place it before the Parliament, a lot of water would have flown under the
bridge," said Pavan Duggal, advocate and cyberlaw expert.

Existing laws have provisions to protect users in cases like this, Duggal pointed out.

“Section 87 of the IT Act 2000 gives the government the power to come up with distinctive rules
and regulations specifically to prohibit this kind of arbitrary conduct by intermediaries," said
Duggal.
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Nappinai agreed that while laws are minimalistic, if they are enforced, they are powerful enough
to protect the rights of users.

“Under 43A, IT rules have been formulated and they explicitly capture and set out data principles
on consent, use, retention and transferring. If you apply the rules, we already have protection
against any company trying to expand terms merely because a user has consented to earlier
terms," Nappinai said.

Click here to read the Mint ePaperMint is now on Telegram. Join Mint channel in your Telegram
and stay updated with the latest business news.

Log in to our website to save your bookmarks. It'll just take a moment.
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WHATSAPP’S UPDATED PRIVACY POLICY
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Status, group names and icons, frequency and duration of activities, and whether a user is
online information will all continue to be held by WhatsApp.   | Photo Credit: Reuters

(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)

WhatsApp updated its privacy policy and terms of service on Monday, expanding how the
messaging platform will share user data with other Facebook-owned and third-party apps.

The update comes with a condition that if the user refuses to share data with Facebook, they will
have to quit WhatsApp. The new terms of service are set to take effect a month from now, on
February 8.

What’s at stake?

Status, group names and icons, frequency and duration of activities, and whether a user is
online information will all continue to be held by WhatsApp.

Also Read | WhatsApp sees record number of calls on New Year's Eve

Beyond this, the platform will collect data from the new payment feature, including processing
method, transactions and shipment data. It will also collect and share location, device model,
operating system, battery level and browser details.

A privacy label U-turn

Even back in July, WhatsApp gave its users an ‘opt out’ choice on sharing usage data. “If you
are an existing user, you can choose not to have your WhatsApp account information shared
with Facebook to improve Facebook ads and products experiences,” the company said in the
earlier version of its privacy policy.

Users who accept the Terms and Privacy Policy will have an additional 30 days to make this
choice, it added.

Also Read | WhatsApp responds to Apple's privacy label requirements with updates on its FAQs

This clause has been removed in the updated policy, which makes it mandatory for users to give
consent to WhatsApp to collect and share data.

How does this impact users?

WhatsApp was founded as a free, cross-platform messaging app in 2009. It gained over 400
million monthly active users four years later. Facebook bought the platform in 2014, and
gradually changed the way it accessed user data from WhatsApp. The social networking
company is now showing WhatsApp users a ‘take it or leave it’ attitude with the latest policy
update.

The updated WhatsApp terms will help Facebook and connected third-party apps to exploit user

https://www.thehindu.com/profile/photographers/Reuters/
https://www.thehindu.com/newsletter-subscription/article31890941.ece
https://www.thehindu.com/sci-tech/technology/whatsapp-sees-record-number-of-calls-on-nye/article33491680.ece
https://www.thehindu.com/sci-tech/technology/whatsapp-responds-to-apples-privacy-label-requirements-with-updates-on-its-faqs/article33335947.ece
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data for commercial gain, including personal data, breaching user’s privacy, according to Apar
Gupta, executive director of Internet Freedom Foundation, a digital liberties organisation.

“There is a lack of independent third-party assessment with regard to what and how much data
is being used,” Gupta said.

Also Read | WhatsApp will stop working in some phones from January 1

The personal data could also result in the micro-targeting of propaganda and hate messages
through Facebook, he added.

The privacy policy lacks clarity and fails to shed light on how data from Facebook, WhatsApp
and Instagram is being combined, and who it is being made available to, he stated.

The implication

A judicial enquiry is likely to help users find answers to questions regarding Facebook's data
collection practice, Gupta noted. Facebook has not yet responded to the joint parliamentary
committee's questions regarding its practice, making it harder to ascertain where the problem of
data sharing stands.

The lack of a data protection committee in India also further deepens the issue.
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Dear subscriber,

Thank you!

Your support for our journalism is invaluable. It’s a support for truth and fairness in journalism. It
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of our work but also its enabler.

We also reiterate here the promise that our team of reporters, copy editors, fact-checkers,
designers, and photographers will deliver quality journalism that stays away from vested interest
and political propaganda.

Suresh Nambath

Please enter a valid email address.

Facebook bought the platform in 2014, and gradually changed the way it accessed user data
from WhatsApp. The social networking company is now showing WhatsApp users a ‘take it or
leave it’ attitude with the latest policy update.
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WHAT IS PARLER AND WHY HAS IT BEEN PULLED
OFFLINE?

Relevant for: Security Related Matters | Topic: Role of Media and Social Networking Sites in internal security
challenges

Parler is a social media network which styles itself as a "free speech-driven" space.   | Photo
Credit: AFP

(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)

Before Apple Inc banned Parler from its App Store store on Saturday, the social media site
topped the charts as the most popular free app on its App Store in the United States.

Interest in the fast-growing app had surged again after Twitter banned President Donald Trump
on Friday.

After Amazon.com Inc stopped hosting its business, effectively taking the upstart social media
service offline, Parler is now fighting for survival.

What is Parler?

Parler, which was founded in 2018, is a social media network which styles itself as a "free
speech-driven" space. The app has largely attracted U.S. conservatives who disagree with rules
around content on social media sites like Facebook Inc and Twitter Inc.

Parler has had about 10.8 million installs globally from across the App Store and Google Play,
8.7 million of those from the United States, according to Sensor Tower data. In January, it said it
has over 12 million registered users.

Trump, who was last week permanently suspended from Twitte ras social media platforms
cracked down on his accounts, does not have a verified Parler account, but his 'Team Trump'
campaign does. Trump allies such as attorney Rudy Guiliani and the president's son Eric Trump
also joined the platform, as did conservative media such as Epoch Times and Breitbart News
and prominent Republicans including Senator Ted Cruz.

In November, conservative activist Rebekah Mercer confirmed that she and her family, including
her father and hedge-fund investor Robert Mercer, have provided funding to the
company.Conservative commentator Dan Bongino also said in June he was taking an ownership
stake in the company, which is based near Las Vegas in Nevada.

Why has Parler been taken offline?

The site effectively "went dark" after Amazon.com Inc suspended its web hosting service and
will remain so unless it can find a replacement.

Suspensions by Apple Inc's App Store and Alphabet Inc's Google had already meant potential
new users were unable to download the app.

The platforms said Parler was not doing enough to prevent the spread of posts inciting violence,

https://www.thehindu.com/profile/photographers/AFP/
https://www.thehindu.com/newsletter-subscription/article31890941.ece
https://www.thehindu.com/sci-tech/technology/apple-suspends-parler-social-network-from-its-app-store/article33541668.ece
https://www.thehindu.com/news/international/google-suspends-parler-from-play-store-apple-threatens-to-ban-it/article33534880.ece
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following unrest at the U.S. Capitol by Trump supporters last Wednesday after weeks of violent
rhetoric on online sites.

Parler is now suing Amazon, accusing the company of an illegal, politically motivated decision to
shut it down.

Amazon said the lawsuit has no merit. In an email correspondence included in Parler's lawsuit,
Amazon cited 98 examples of Parler posts that "clearly encourage and incite violence."

Parler Chief Executive John Matze has said the company "does not condone or accept violence"
on its platform.

Parler's policies ban certain types of content, including'fighting words' or 'threats to harm' that
include threats of violence against an individual or group, obscenity and pornography. The
guidelines advise users to "not purposefully share rumors about other users/people you know
are false," but do not mention other policies against misinformation.

Disinformation researchers said far-right groups that appeared at the riot maintained a vigorous
online presence on alternative platforms including Parler where they spread violent rhetoric and
organized ahead of the unrest.
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Thank you!

Your support for our journalism is invaluable. It’s a support for truth and fairness in journalism. It
has helped us keep apace with events and happenings.

The Hindu has always stood for journalism that is in the public interest. At this difficult time, it
becomes even more important that we have access to information that has a bearing on our
health and well-being, our lives, and livelihoods. As a subscriber, you are not only a beneficiary
of our work but also its enabler.

We also reiterate here the promise that our team of reporters, copy editors, fact-checkers,
designers, and photographers will deliver quality journalism that stays away from vested interest
and political propaganda.

Suresh Nambath

Please enter a valid email address.

Facebook bought the platform in 2014, and gradually changed the way it accessed user data
from WhatsApp. The social networking company is now showing WhatsApp users a ‘take it or
leave it’ attitude with the latest policy update.

WhatsApp’s rival messaging app Signal gained recognition as WhatsApp users looked for
alternative apps. Tesla CEO Elon Musk’s tweet encouraging users to switch to Signal also gave
an extra lift.
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Source : www.pib.gov.in Date : 2021-01-14

COMPLETION OF COASTAL DEFENCE EXERCISE SEA
VIGIL 21

Relevant for: Security Related Matters | Topic: Security challenges and their management in Border Areas

Exercise Sea Vigil, the two day coastal defence exercise was conducted on 12 and 13 January
2021. The conceptual and geographical expanse of Sea Vigil included the entire coastline and
EEZ of the country and contingencies from Peace to War-time were exercised. In addition,
mitigation measures, on shore, in case of any breach in coastal security were also validated.

The exercise involved deployment of the entire coastal security apparatus and more than 110
surface assets of Indian Navy (IN) and Coast Guard (CG) participated in the exercise. In
addition, a large number of Marine Police and Customs assets were also deployed. The entire
coastline was kept under surveillance by the IN and CG aircraft, and helicopters were also
pressed into service to reinforce Special Operations personnel operating onboard offshore
platforms.

As ports form the nerve centre of sea borne trade, security mechanism of ports was also
validated during the exercise and the crisis management plans of all ports were assessed for
their effectiveness to tackle emergencies. The State Police teams, Indian Navy Marine
Commandos and Commandos from National Security Guard were exercised to tackle acts of
maritime terrorism.

This exercise also validated the technical surveillance infrastructure called the National
Command, Control, Communication and Intelligence (NC3I) Network. The Information
Management and Analysis Centre (IMAC) at Gurugram and its various nodes across IN and CG
stations were exercised for coordinating the surveillance and information dissemination
mechanism.

The envisaged objectives of the exercise were met by the whole-hearted participation of all
stakeholders.

The cooperation and coordination amongst various agencies involved is a reassuring sign of
progress made in the realm of Coastal defence and the exercise would go a long way in
enhancing coastal defence and national security in the maritime domain.

******

ABBB/VM/MS 02/21

Exercise Sea Vigil, the two day coastal defence exercise was conducted on 12 and 13 January
2021. The conceptual and geographical expanse of Sea Vigil included the entire coastline and
EEZ of the country and contingencies from Peace to War-time were exercised. In addition,
mitigation measures, on shore, in case of any breach in coastal security were also validated.

The exercise involved deployment of the entire coastal security apparatus and more than 110
surface assets of Indian Navy (IN) and Coast Guard (CG) participated in the exercise. In
addition, a large number of Marine Police and Customs assets were also deployed. The entire
coastline was kept under surveillance by the IN and CG aircraft, and helicopters were also
pressed into service to reinforce Special Operations personnel operating onboard offshore
platforms.
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As ports form the nerve centre of sea borne trade, security mechanism of ports was also
validated during the exercise and the crisis management plans of all ports were assessed for
their effectiveness to tackle emergencies. The State Police teams, Indian Navy Marine
Commandos and Commandos from National Security Guard were exercised to tackle acts of
maritime terrorism.

This exercise also validated the technical surveillance infrastructure called the National
Command, Control, Communication and Intelligence (NC3I) Network. The Information
Management and Analysis Centre (IMAC) at Gurugram and its various nodes across IN and CG
stations were exercised for coordinating the surveillance and information dissemination
mechanism.

The envisaged objectives of the exercise were met by the whole-hearted participation of all
stakeholders.

The cooperation and coordination amongst various agencies involved is a reassuring sign of
progress made in the realm of Coastal defence and the exercise would go a long way in
enhancing coastal defence and national security in the maritime domain.

******

ABBB/VM/MS 02/21
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Source : www.pib.gov.in Date : 2021-01-22

TRAINING FOR JOINT OPERATION IN ANDAMAN SEA:
EXERCISE KAVACH

Relevant for: Security Related Matters | Topic: Security challenges and their management in Border Areas

A large scale Joint Militaryexercise ‘Exercise Kavach’ involving assets ofIndian Army, Indian
Navy, Indian Air Force and Indian Coast Guard is being conducted in the coming week under
the aegis of the Andaman and Nicobar Command (ANC), the only Joint Forces Command of the
country. The exercise would involve participation and deployment of elements of Army’s
Amphibious Brigade along with supporting forces includingSpecial Forces of Navy,
Armour/Mechanised components, Naval Ships comprising Destroyers, ASW Corvettes and
Landing Ships withship-bornehelicopters of Eastern Naval Command and ANC, Jaguar Maritime
Strike and Transport aircrafts from Indian Air Force and assets of Coast Guard.  

The exercise involves synergised application of maritime surveillance assets, coordinated air
and maritime strikes, air defence, submarine and landing operations. Concurrently Joint
Intelligence Surveillance and Reconnaissance (ISR) exercise involving various technical,
electronic and human intelligence from three services will be conducted. The ISR exercise will
validate the capabilities of intelligence gathering from space, air, land and sea-based assets/
sensors, its analysis and sharing to achieve battle field transparency for quick decision making
at different stages of operations.

The joint force would execute multi domain, high intensity offensive and defensive manoeuvres
in the Andaman Sea and Bay of Bengal and carry out amphibious landingoperations, air landed
operation, helicopters-borne insertion of Special Forces from sea culminating in tactical follow-
on operations on land.The tri-services exerciseaims to fine tune joint war-fighting capabilities
and SOPs towards enhancing operational synergy.

*****

ABB/ Nampi/KA/Rajib

A large scale Joint Militaryexercise ‘Exercise Kavach’ involving assets ofIndian Army, Indian
Navy, Indian Air Force and Indian Coast Guard is being conducted in the coming week under
the aegis of the Andaman and Nicobar Command (ANC), the only Joint Forces Command of the
country. The exercise would involve participation and deployment of elements of Army’s
Amphibious Brigade along with supporting forces includingSpecial Forces of Navy,
Armour/Mechanised components, Naval Ships comprising Destroyers, ASW Corvettes and
Landing Ships withship-bornehelicopters of Eastern Naval Command and ANC, Jaguar Maritime
Strike and Transport aircrafts from Indian Air Force and assets of Coast Guard.  

The exercise involves synergised application of maritime surveillance assets, coordinated air
and maritime strikes, air defence, submarine and landing operations. Concurrently Joint
Intelligence Surveillance and Reconnaissance (ISR) exercise involving various technical,
electronic and human intelligence from three services will be conducted. The ISR exercise will
validate the capabilities of intelligence gathering from space, air, land and sea-based assets/
sensors, its analysis and sharing to achieve battle field transparency for quick decision making
at different stages of operations.

The joint force would execute multi domain, high intensity offensive and defensive manoeuvres
in the Andaman Sea and Bay of Bengal and carry out amphibious landingoperations, air landed
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operation, helicopters-borne insertion of Special Forces from sea culminating in tactical follow-
on operations on land.The tri-services exerciseaims to fine tune joint war-fighting capabilities
and SOPs towards enhancing operational synergy.

*****

ABB/ Nampi/KA/Rajib
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Source : www.thehindu.com Date : 2021-01-28

INTERNATIONAL TEAM DISABLES EMOTET, WORLD’S
MOST DANGEROUS MALWARE
Relevant for: Security Related Matters | Topic: Challenges to internal security through Communication Networks

Emotet is considered the world’s most dangerous malware capable of stealing passwords and
remotely installing malicious software.   | Photo Credit: Getty Images/iStockphoto

A global investigations team has disabled the infrastructure of Emotet, which is considered the
world’s most dangerous malware capable of stealing passwords and remotely installing
malicious software, Germany’s Federal Criminal Police Office said on January 27.

The operation was carried out on January 26 as part of an international campaign with
investigators from the Netherlands, Ukraine, Lithuania, France, England, Canada and the United
States and coordinated by Europe’s law enforcement authorities, police said in a statement.

Emotet, which can steal passwords and install remotely-controlled programs including
ransomware, is believed to have been used in a number of organised attacks, including attempts
to infiltrate the world’s biggest oil company Saudi Aramco and to manipulate the 2020 U.S.
presidential campaign.

In Germany alone, attacks with the Emotet malware on individuals and institutions, including the
Berlin Court of Justice, caused damage of at least 14.5 million euros, police said.
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misinformation, and keep apace with the happenings, we need to commit greater resources to
news gathering operations. We promise to deliver quality journalism that stays away from vested
interest and political propaganda.

Dear subscriber,

Thank you!

Your support for our journalism is invaluable. It’s a support for truth and fairness in journalism. It
has helped us keep apace with events and happenings.

The Hindu has always stood for journalism that is in the public interest. At this difficult time, it
becomes even more important that we have access to information that has a bearing on our
health and well-being, our lives, and livelihoods. As a subscriber, you are not only a beneficiary
of our work but also its enabler.

We also reiterate here the promise that our team of reporters, copy editors, fact-checkers,
designers, and photographers will deliver quality journalism that stays away from vested interest
and political propaganda.

Suresh Nambath

Please enter a valid email address.

From breaking news to in-depth reportage and analysis, the micro-blogging site has emerged
as a one-stop destination to consume news. 

The app, Josh, is one of several home-grown short-video platforms that have sprung up since
India blocked the wildly popular TikTok in June amidst a border crisis with China.

Subscribe to The Hindu now and get unlimited access.
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Start your 14 days free trial Sign Up

You can support quality journalism by turning off ad blocker or purchase a subscription for
unlimited access to The Hindu.

Sign up for a 30 day free trial.
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Source : www.thehindu.com Date : 2021-01-29

REMEMBERING THE HOLOCAUST
Relevant for: Security Related Matters | Topic: Challenges to internal security through Communication Networks

Roses are placed on the Holocaust Memorial on the International Holocaust Remembrance Day
on January 27, 2021 in Berlin.   | Photo Credit: Getty Images

Every year on January 27, the United Nations honours the victims of the Holocaust by
reaffirming its unwavering commitment to counter anti-Semitism, racism, and other forms of
intolerance. The date marks the anniversary of the liberation of the Nazi Concentration and
Extermination Camp of Auschwitz-Birkenau by Soviet troops in 1945 and calls for a sombre
reflection on the real dangers of extreme forms of hatred.

“All of us, dying here amidst the icy, arctic indifference of the nations, are forgotten by the world
and by life.” This poignant statement by a camp inmate engraved on the walls of Yad Vashem
should make us all sit up and take note that this is not just a forgotten sentiment in the pages of
history books. This is a palpable feeling even today. Time and again, we have seen how hate
speech can prompt ordinary people to feed into prejudices and hostilities. Has the eternal
promise to “never forget” already been forgotten?

Currently, the anonymity of the Internet and increased screen time during the pandemic have
intensified hate speech. Greater exposure to hateful discourses online has allowed anti-
Semitism and other variants of racism to fester in our societies. According to researchers at Tel
Aviv University, the feelings of uncertainty, alienation and dejection brought on by the COVID-19
pandemic have aggravated anti-Semitism worldwide by attributing blame to the Jewish people
and using them as a scapegoat. In this crucial time that requires unity, the proliferation of anti-
Semitic sentiments on social media has revived prejudices and stereotypes, further dividing
society.

For this reason, understanding the significance of the Holocaust carries great importance today.
The Holocaust was a watershed moment in history as it illuminates the many manifestations of
hate and its impact. Therefore, whilst urging member states to strengthen the resilience of
people against hateful ideologies, the UN emphasises the use of education as a potent tool to
inculcate a culture of peace. Within the framework of its programmes on the prevention of violent
extremism and Global Citizenship Education, UNESCO continually works towards advancing
activities to prevent and address tacit and overt forms of anti-Semitism.

However, education must not be viewed as a panacea to cure intolerance. Lessons on how
racist ideologies and hate speech inform the development of tragedies like the Holocaust must
go beyond textbook learning. This is because, often times, we have seen highly educated
people perpetuating hatred.

Holocaust denial and distortion is flourishing online. This is defined by the International
Holocaust Remembrance Alliance as a virulent expression of contemporary anti-Semitism.
According to a previously launched report by the World Jewish Congress, more than 100 posts
per day on average denied the Holocaust. This brings to light the increasingly growing dangers
of online platforms in distorting reality and stoking hatred.

UNESCO’s recently launched campaign called #ProtectTheFacts, developed by the
International Holocaust Remembrance Alliance, the UN, and the European Commission,
provides a unique opportunity this year to commemorate the victims of the Holocaust by
promoting sound policies and practices that raise awareness about Holocaust denial and
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distortion.

In today’s polarised world, empowering people to question and engage in critical reflections
about the root causes and repercussions of hate crimes is essential. Individuals always have
more power than they realise, for better or for worse.Consequently, equipping them to make the
rational choice of acting as active bystanders rather than perpetrators is the only way to create
peaceful and sustainable societies.

Ron Malka is Ambassador of Israel to India, Walter J. Lindner is Ambassador of Germany to
India and Eric Falt is the Director and Representative of the UNESCO New Delhi cluster office
covering Bangladesh, Bhutan, India, the Maldives, Nepal and Sri Lanka
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of our work but also its enabler.

We also reiterate here the promise that our team of reporters, copy editors, fact-checkers,
designers, and photographers will deliver quality journalism that stays away from vested interest
and political propaganda.

Suresh Nambath

Please enter a valid email address.

To reassure Indian Muslims, the PM needs to state that the govt. will not conduct an exercise
like NRC
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GOOGLE SAYS NORTH KOREA-BACKED HACKERS
SOUGHT CYBER RESEARCH

Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Google says North Korea-backed hackers sought cyber research .   | Photo Credit: Reuters

(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)

Google says it believes hackers backed by the North Korean government have been posing as
computer security bloggers and using fake accounts on social media while attempting to steal
information from researchers in the field.

Google didn’t specify how successful the hackers were or what kind of information could have
been compromised. Experts say the attacks reflect North Korean efforts to improve its cyber
skills and be able to breach widely used computer products, such as Google’s Chrome internet
browser and Microsoft’s Windows 10 operating system.

While the country has denied involvement, North Korea has been linked to major cyberattacks,
including a 2013 campaign that paralyzed the servers of South Korean financial institutions, the
2014 hacking of Sony Pictures, and the WannaCry malware attack of 2017.

The U.N. Security Council in 2019 estimated North Korea earned as much as $2 billion over
several years through illicit cyber operations targeting cryptocurrency exchanges and other
financial transactions, generating income that is harder to trace and offsets capital lost to U.S.-
led economic sanctions over its nuclear weapons program.

Adam Weidemann, a researcher from Google’s Threat Analysis Group, said in the online report
published late Monday that hackers supposedly backed by North Korea created a fake research
blog and multiple Twitter profiles to build credibility and interact with the security researchers
they targeted.

After connecting with researchers, the hackers would ask them if they wanted to collaborate on
cyber-vulnerability research and share a tool that contained a code designed to install malicious
software on the targets’ computers, which would then allow the hackers to control the device
and steal information from it.

Several targeted researchers were compromised after following a Twitter link to a blog set up by
the hackers, Weidemann said.

“At the time of these visits, the victim systems were running fully patched and up-to-date
Windows 10 and Chrome browser versions,” Weidemann wrote. “At this time we’re unable to
confirm the mechanism of compromise, but we welcome any information others might have.”

Google published a list of social media accounts and websites it said were controlled by the
hackers, including 10 Twitter profiles and five LinkedIn profiles.

Simon Choi, a senior analyst at NSHC, a South Korean computer security firm, said
cyberattacks linked to North Korea over the past few years have demonstrated an improving
ability in identifying and exploiting vulnerabilities in computer security systems. Before 2016, the
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North Koreans had mainly relied on methods used by Chinese or Russian hackers, he said.

“It’s notable that the computer security experts on Twitter who said they were approached by the
hackers had been engaged in vulnerability research for Chrome and Windows 10,” Choi said.

“It’s that not easy to successfully penetrate these systems that are built with the latest security
technologies. For the North Koreans, it makes more sense to steal the vulnerabilities already
discovered by the researchers because developing their own ways to exploit these systems is
harder.”

In 2018, U.S. federal prosecutors charged a computer programmer working for the North Korean
government for his alleged involvement in the cyberattacks that hacked Sony Pictures and
unleashed the WannaCry ransomware virus. Park Jin Hyok, who is believed to be in North
Korea, conspired to conduct attacks that also stole $81 million from Bangladesh's central bank,
according to the charges.

The 2014 Sony hack led to the release of tens of thousands of confidential Sony emails and
business files. The WannaCry cyberattack in 2017 scrambled data on hundreds of thousands of
computers at government agencies, banks and other businesses across the globe and crippled
parts of the British health care system.

You have reached your limit for free articles this month.

Already have an account ? Sign in

Start your 14 days free trial. Sign Up

Find mobile-friendly version of articles from the day's newspaper in one easy-to-read list.

Enjoy reading as many articles as you wish without any limitations.

A select list of articles that match your interests and tastes.

Move smoothly between articles as our pages load instantly.

A one-stop-shop for seeing the latest updates, and managing your preferences.

We brief you on the latest and most important developments, three times a day.

*Our Digital Subscription plans do not currently include the e-paper, crossword and print.

Dear reader,

We have been keeping you up-to-date with information on the developments in India and the
world that have a bearing on our health and wellbeing, our lives and livelihoods, during these
difficult times. To enable wide dissemination of news that is in public interest, we have increased
the number of articles that can be read free, and extended free trial periods. However, we have
a request for those who can afford to subscribe: please do. As we fight disinformation and
misinformation, and keep apace with the happenings, we need to commit greater resources to
news gathering operations. We promise to deliver quality journalism that stays away from vested
interest and political propaganda.

Dear subscriber,

https://subscription.thehindu.com/signup?utm_source=meterpaywall&utm_medium=33682330&utm_campaign=technology&#signin
https://subscription.thehindu.com/signup?utm_source=meterpaywall&utm_medium=33682330&utm_campaign=technology


Page 27

cr
ac

kIA
S.co

m

Thank you!

Your support for our journalism is invaluable. It’s a support for truth and fairness in journalism. It
has helped us keep apace with events and happenings.

The Hindu has always stood for journalism that is in the public interest. At this difficult time, it
becomes even more important that we have access to information that has a bearing on our
health and well-being, our lives, and livelihoods. As a subscriber, you are not only a beneficiary
of our work but also its enabler.

We also reiterate here the promise that our team of reporters, copy editors, fact-checkers,
designers, and photographers will deliver quality journalism that stays away from vested interest
and political propaganda.

Suresh Nambath

Please enter a valid email address.

Data from research firm IDC showed Apple's shipments surged 22% to a record 90.1 million
phones in the quarter, giving it global market share of 23.4%.

A contest among Wyoming schoolchildren will decide the new supercomputer's name.
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YOUR DATA FOR CASH: INDIAN LENDING APPS
FORCE TOUGH CHOICE

Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

Mobile lending apps have mushroomed in India and elsewhere as smartphone use surged   |
Photo Credit: Reuters

(Subscribe to our Today's Cache newsletter for a quick snapshot of top 5 tech stories. Click here
to subscribe for free.)

Digital lending platforms in India have come under greater scrutiny recently for their methods,
including the collection and alleged misuse of borrowers' data, underlining the risks to driving
financial inclusion with newer technologies.

Mobile lending apps have mushroomed in India and elsewhere in recent years as smartphone
use surged, and financial technology (fintech) companies rushed to fill the gap in access to
banking services.

Unsecured loan apps, which promise quick loans to even those without a credit history or
collateral, have been criticised for their high interest rates, short repayment cycles, aggressive
recovery methods and misuse of borrowers' data.

Yet they have become a mainstay, particularly during the coronavirus pandemic as job losses
mounted, said Tarunima Prabhakar, a researcher at the Center for Long-Term Cybersecurity at
the University of California, Berkeley.

"The goals of rapid financial inclusion, consumer protection and data security are often in
conflict," she said, citing concerns especially around unlicensed firms, and getting meaningful
consent of users on digital lending platforms.

"Lending apps have the potential to generate consumer benefits, but require strong institutions
and financialliteracy. It is difficult for individuals to develop a full understanding of the
consequences of sharing personal data."

Globally, about 1.7 billion people do not have a bank account, leaving them vulnerable to
usurious money lenders and at risk of being excluded from vital government and welfare
benefits, which are increasingly digital.

Also Read |  8,000 crore circulated through loan apps

When Bhumana Prasad lost his housekeeping job during India's coronavirus lockdown and
could not keep up with his rent, he took out a loan of 3,000 rupees ($41) after receiving an
instant loan offer on his phone.

Within weeks he found himself locked in a cycle of debt,pawning his family's jewelry and
borrowing from friends to repay mounting costs - adding up to 400,000 rupees since his first loan
in November.

"I was called a thief and would receive at least 1,000 calls a day from agents, who would
constantly abuse me," Prasad, 27,said in a phone interview from his home in Telangana state. "I

https://www.thehindu.com/profile/photographers/Reuters/
https://www.thehindu.com/newsletter-subscription/article31890941.ece
https://www.thehindu.com/news/national/telangana/8000-crore-circulated-through-loan-apps/article33503423.ece
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contemplated suicide because the harassment was not ending."

Personal lending apps - which in India are mainly intermediaries connecting borrowers with
lending institutions -fall in a regulatory grey zone, as the central bank does not oversee
intermediaries, and does not stipulate terms.

But after reports of several suicides linked to harassment by loan providers, the Reserve Bank of
India (RBI) warned against unauthorised digital lending platforms, and formed a working group
to draw up an "appropriate regulatory approach".

"Digital lending has the potential to make access to financial products and services more fair,
efficient and inclusive," the RBI said in a statement this month.

But lending apps have raised "certain serious concerns," it said, adding that the working group
will identify risks and suggest measures for greater consumer protection, and "robust" data
governance, data privacy and data security standards.

INFORMED CONSENT

With about 190 million unbanked adults, India has the most number of people outside the formal
financial sector after China, according to the World Bank.

Prime Minister Narendra Modi's government has made financial inclusion a priority as part of its
Digital India Mission.

Mobile lending apps in India, which give small-ticket loans for short tenures, have been quickly
embraced by the newly salaried, college students, informal workers and others who are just
below the income margin at which banks would serve them.

Tens of thousands of people in India, many of whom who lost their jobs during the pandemic,
have used unregulated apps to make up for lost income, said S Harinath, investigating officer
with the cyber crime cell of the Telangana Police.

"In some cases as many as 25 (lending) apps have been used by one individual," he said.

While unsecured lending is a small part of total lending,which is estimated to be worth about $75
billion by German firm Statista, there are scores of lending apps on Google Play Store- which
dominates India's app market, with millions of installs.

"Today more than a third of fintech borrowers have never borrowed from a bank," said Akshay
Mehrotra, co-founder and chief executive of Early Salary, a digital lender.

"Fintech's advantage is speed ... So a digital lender canapprove and disburse a 25,000-rupee
loan to a 24-year-old forthe first time in his life in minutes," he said.

The apps typically get access to the borrower's phone's location data, contacts, apps and text
messages for the credit risk assessment, and this is made explicit to borrowers.

Yet intimation alone "cannot be taken as meaningful or informed consent," said Prabhakar,
whose analysis of about a dozen lending apps in India showed that most read their users' phone
contacts, and more than half read their text messages.

The use of English is also a barrier to the idea of informed consent, which assumes that users
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can assess the potential benefits and costs of data acquisition accurately, she added.

"A primary concern is if individuals understand how their data is being used," she said, adding
that the risks from leakage of personal data such as location history are greater for women and
LGBT+ groups than men.

"If a person doesn't pay back a loan, their data can be sold- so the material implications of
exchanging data for lending are more palpable even when the intent of data collection is made
explicit," she told the Thomson Reuters Foundation.

CALL YOUR PARENTS

About a third of India's population is forecast to own a smartphone by the end of 2021,
according to Statista.

In the absence of a credit scoring system that is needed to drive financial inclusion, authorities
have backed the use of artificial intelligence - including data from social media and web browser
history - to create scores of the unbanked.

A recent investigation by Reuters of 50 popular lending apps in India found nearly all of them
required borrowers to give permission to access their contacts, which users alleged were used
by recovery agents in case of defaults or late payments.

Google said this month it had reviewed hundreds of lending apps in India, and removed those
that violated its terms on loantenure. It also said developers must only access permissions that
are necessary to implement current features and services.

A long-delayed Personal Data Protection Bill under discussion by lawmakers would have
conditions for requiring and storing personal data, and penalties for misuse of such data.

Consumer campaigners in India and Africa have also warned that these short-term loans can
lead people into a debt trap.China recently issued rules to boost oversight of onlinemicro-
lending.

Digital lenders in India, many of which are run by corporate governance standards of their
private-equity investors, have setup a "consumer empowerment" body, and are pushing for a
code of conduct for the industry, said Early Salary's Mehrotra.

There is also an urgent need for greater transparency and clarity on existing guidelines, said
Prabhakar.

"Is it OK for recovery agents to call the parents of student borrowers when they default, or
should the use of phone contacts be disallowed altogether?" she said.

"And if users are sharing personal data in lieu of a loan,apps should disclose the probability of
loan approval. If I know that the average approval rate is 15%, I can judge whether I really want
to exchange my data for a 15% approval rate."
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Dear reader,

We have been keeping you up-to-date with information on the developments in India and the
world that have a bearing on our health and wellbeing, our lives and livelihoods, during these
difficult times. To enable wide dissemination of news that is in public interest, we have increased
the number of articles that can be read free, and extended free trial periods. However, we have
a request for those who can afford to subscribe: please do. As we fight disinformation and
misinformation, and keep apace with the happenings, we need to commit greater resources to
news gathering operations. We promise to deliver quality journalism that stays away from vested
interest and political propaganda.

Dear subscriber,

Thank you!

Your support for our journalism is invaluable. It’s a support for truth and fairness in journalism. It
has helped us keep apace with events and happenings.

The Hindu has always stood for journalism that is in the public interest. At this difficult time, it
becomes even more important that we have access to information that has a bearing on our
health and well-being, our lives, and livelihoods. As a subscriber, you are not only a beneficiary
of our work but also its enabler.

We also reiterate here the promise that our team of reporters, copy editors, fact-checkers,
designers, and photographers will deliver quality journalism that stays away from vested interest
and political propaganda.

Suresh Nambath

Please enter a valid email address.

Data from research firm IDC showed Apple's shipments surged 22% to a record 90.1 million
phones in the quarter, giving it global market share of 23.4%.

A contest among Wyoming schoolchildren will decide the new supercomputer's name.
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GOVT. TIGHTENS OVERSIGHT ON FUNDS RECEIVED
BY NGOS
Relevant for: Security Related Matters | Topic: Role of External State & Non-state actors in creating challenges

to internal security incl. Terrorism & illegal Migration

The Ministry of Home Affairs (MHA) has laid down a charter for banks which says that
“donations received in Indian rupees” by non-governmental organisations (NGOs) and
associations from “any foreign source even if that source is located in India at the time of such
donation” should be treated as “foreign contribution”.

As per the existing rules, all banks have to report to the Central government within 48 hours, the
“receipt or utilisation of any foreign contribution” by any NGO, association or person whether or
not they are registered or granted prior permission under the FCRA.

Last September, the Foreign Contribution (Regulation) Act, 2010, was amended by Parliament
and a new provision that makes it mandatory for all NGOs to receive foreign funds in a
designated bank account at the State Bank of India’s New Delhi branch was inserted.

FCRA regulates foreign donations and ensures that such contributions do not adversely affect
the internal security of the country.

All NGOs seeking foreign donations have to open a designated FCRA account at the SBI branch
by March 31.

The NGOs can retain their existing FCRA account in any other bank but it will have to be
mandatorily linked to the SBI branch in New Delhi.

Penal provisions

The Ministry has laid out a series of guidelines and charter to make the NGOs and the banks
comply with the new provisions.

The charter for the banks said, “It may be noted that foreign contribution has to be received only
through banking channels and it has to be accounted for in the manner prescribed. Any violation
by the NGO or by the bank may invite penal provisions of The FCRA, 2010.” It added that
“donations given in Indian rupees (INR) by any foreigner/foreign source including foreigners of
Indian origin like OCI or PIO cardholders” should also be treated as foreign contribution.
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